As the United States goes through yet another cycle of reform of its intelligence services, this article considers the impact that the formalization of intelligence agencies and their powers has had in Britain. Britain long adopted the legal fiction -manifestly false in practice if not in theory -that the representatives of MI5 and MI6 were merely "ordinary citizens". In fact they exercised considerable power and the moves to establish a legal foundation for those powers and appropriate checks and balances in the past two decades were, as the European Court held, demanded by the rule of law. At the same time, however, Britain demonstrates some of the problems attendant to establishing such a legal regime. These include the question of how the mandate of intelligence services should be defined, as well as the possibility that powers granted by law may be exercised by a far wider range of actors than when a key check was the need to keep those powers and actors secret. Finally, Britain is of interest in showing the limitations of law in regulating socially-pervasive technologies, such as the closed-circuit television (CCTV) cameras that are ubiquitous in London and other cities large and small. The belated effort to regulate CCTV suggests lessons for other new technologies such as biometric identification and DNA databases.
The members of the Service are, in the eye of the law, ordinary citizens with no powers greater than anyone else. They have no special powers of arrest such as the police have.
No special powers of search are given to them. They cannot enter premises without the consent of the householder, even though they suspect a spy is there … They have, in short, no executive powers. They have managed very well without them. We would rather have it so, than have anything in the nature of a "secret police".
Lord Denning 1
In the mid-1970s, James Malone was an antique dealer living in Dorking, an historic market town in Surrey, England. He began receiving mail that had been opened and resealed with identical tape and suspected that his phone was being tapped. It transpired that he had been the target of a police investigation and in 1977 he was charged with receiving stolen goods. Two trials ended with hung juries and a third attempt at prosecution was abandoned. During the first trial, however, a police officer under crossexamination read from a notebook what appeared to be extracts of telephone conversations. This departure from police practice at the time -which was never to reveal the use of wiretapping -led to a countersuit by Malone challenging the lawfulness of the intercept. That case was dismissed as the judge concluded that there was no law prohibiting such wiretapping in England, but he added that the potential for abuse made this a subject that "cries out for legislation." other defined aims. 3 It became clear that the British guidelines for granting wiretaps were vague to the point of obscurity. The Court held that the law did not indicate with reasonable clarity the extent of discretion conferred on the public authorities, and that "it would be contrary to the rule of law for the legal discretion granted to the executive to be expressed in terms of an unfettered power." 4 Malone won his case and a measure of damages, but the more lasting result was the passage of the Interception of Communications Act 1985. This was the first in a series of statutes that brought the British intelligence services and their powers onto a legislative footing. For the better part of four decades, the Security Service (better known as MI5) operated on the basis of a six paragraph administrative directive until legislation was passed in 1989. The British government only officially acknowledged even the existence of the Secret Intelligence Service (known as MI6) in 1992 -well after the release of the sixteenth James Bond film popularizing the exploits of its most famous fictional agent.
Here the focus will be the impact that the formalization of the intelligence services and their powers have had in Britain. As the quote from Lord Denning indicates, Britain long adopted the legal fiction -manifestly false in practice if not in theorythat the representatives of its intelligence services were merely "ordinary citizens". In fact they exercised considerable power and the moves to establish a legal foundation for those powers and appropriate checks and balances in the past two decades are, as the European Court held, demanded by the rule of law. At the same time, however, Britain demonstrates some of the problems attendant to establishing such a legal regime. These include the question of how the mandate of intelligence services should be defined, as well as the possibility that powers granted by law may be exercised by a far wider range of actors than when a key check was the need to keep those powers and actors secret. Finally, Britain is of interest in showing the limitations of law in regulating sociallypervasive technologies, such as the closed-circuit television (CCTV) cameras that are ubiquitous in London and other cities large and small. The belated effort to regulate CCTV suggests lessons for other new technologies such as biometric identification and DNA databases. 
"Ordinary Citizens"
The Malone case highlighted a key difference between the US and British approaches to intelligence. The United States, somewhat unusually for the English-speaking world, put its intelligence services on a statutory basis very soon after the Second World War. This was consistent with the strict separation of executive and legislative powers under the US Constitution, which vest in the distinct institutions of the President and Congress. In Britain and the rest of the Commonwealth, by contrast, the intelligence services traced their origins and powers -like all military matters -to the royal prerogative. 5 The protections against abuse of those powers were similarly distinct: in the United States the written Constitution and its Bill of Rights could be used to strike down legislation; in Britain the lack of a written constitution and the recognition of few formal rights meant that liberties (such as privacy) were traditionally protected only through the absence of legislation.
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The military origins of the Security Service and the Secret Intelligence Service live on in their colloquial names MI5 and MI6: Military Intelligence, Sections 5 and 6 -administrative divisions dating back to the First World War, but not in active use since the 1920s. (Section 1, dealing with codes and ciphers, ultimately became what is now Government Communications Headquarters, or GCHQ.) MI5 effectively reported to the Prime Minister until 1952, when responsibility was transferred to the Home Secretary. The shift was intended to bring MI5 under some measure of ministerial responsibility as the previous arrangement had allowed its Director-General virtual autonomy. Sir David Maxwell-Fyfe, the Home Secretary at the time, wrote up a six paragraph directive addressed to the Director-General that provided the contours of the governance, mandate, and powers of MI5 for the next four decades.
7
The governance structure was that the Director-General would be "personally" responsible to the Home Secretary, though MI5 itself remained part of the Defense Forces. The directive also maintained the "well-established convention" that ministers would not concern themselves with the detailed information obtained by the Security Service in particular cases, "but are furnished with such information only as may be necessary for the determination of any issue on which guidance is sought". The mandate was framed broadly as "the Defense of the Realm as a whole" from internal and external espionage and sabotage, but also against the actions of persons and organizations "which may be judged to be subversive to the State." At the same time, the directive emphasized the need to keep MI5 free of any political bias or influence, and that no investigations should be undertaken on behalf of a government department unless an important public interest bearing on the "Defense of the Realm" was at stake. The agency's powers were not defined, but a further caveat enjoined the Director-General to "take special care to see that the work of the Security Service is strictly limited to what is necessary for the purposes of their task."
8
In addition to the breadth of the discretion it conferred, the Maxwell-Fyfe Directive lacked any legal mechanisms to deal with complaints about abuses and violations of rights. It was also a mere administrative directive that could be changed without reference to Parliament, establishing no formal limits or controls.
9 Following the Malone decision -which dealt with the surveillance powers of the police rather than the intelligence services as such -it was clear that these deficiencies would be open to challenge before the European Courts.
The Rule of Law
In practice, of course, members of the intelligence services exercised powers far beyond those of "ordinary citizens". As Peter Wright, a former Assistant Director of MI5, put it in his scandalous and self-aggrandizing Whitehall pretended to look the other way." 10 Ironically, the use of telephone intercepts appears to have been subject to more thorough controls than other activities, though it was wiretapping in the Malone case that provided the impetus for change.
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Scandal is frequently the driving force for change in the legal regime governing intelligence. Britain is relatively unusual in that the most important change in the century since its modern intelligence services were established appears to have been inspired by the desire to avoid legal action. There had been criticism since the 1960s of the uncertain legal basis on which the intelligence services acted and the absence of protections against abuse. Moves by former colonies such as Australia, New Zealand, and Canada to put their services on a legislative footing also influenced debate in Britain. Other factors included the unwanted attention GCHQ had received because of a labor dispute in the mid-1980s, and the futile efforts to suppress the publication of Spycatcher -which, predictably, boosted sales and undermined the British government's credibility. Nevertheless, it appears to have been the threat of further human rights challenges in the European system that led to the surprise passage of the Security Service Act 1989 and, five years later, the Intelligence Services Act 1994.
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Though the Malone case did not directly involve the intelligence services, it set the benchmark for the exercise of surveillance powers and the need for them to be grounded in law. In fact the interception of telecommunications, which had historically been assumed to be consistent with the common law (which recognized no right to privacy), had already been the subject of legislation. Prior to 1969, the Post Office was a part of the government and the Postmaster General was an officer of state. As a matter of policy, it was the practice at least from 1937 only to allow intercepts on the authority of the Home Secretary; any dispute between the Home Secretary and the Postmaster General was, presumably, resolved as a political matter within the cabinet. 13 The effect was that the Home Secretary could continue to authorize wiretaps, but the indirection and vagueness with which this power was to be exercised is evident.
The need for any interference with the right to privacy to be "in accordance with the law" is understood under the European Convention as embracing two requirements. First, the law must be accessible: a citizen must be able to know the legal rules applicable to a given case. Secondly, those rules must be formulated with sufficient precision to enable him or her to foresee the consequences that any given action may entail. 15 The
Court in Malone accepted that it was not appropriate to require that individuals should be able to foresee when the authorities were likely to intercept their own communications, but held that the law must nevertheless be sufficiently clear to give them an indication of when the authorities were empowered to resort to such secret and potentially abusive powers.
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In the case of interception of telecommunications, the legislation passed after the Malone decision made it a criminal offence to intercept post or telecommunications without a warrant issued by the Home Secretary and established a tribunal to hear complaints if unlawful interception was suspected. The Act also prohibited the introduction of evidence of wiretapping in legal proceedings -presumably to avoid the type of mistake that had led to James Malone's troublesome lawsuit in the first place.
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The legislation covering MI5 and MI6 was significantly broader, establishing their authority in legislation and under ministerial control, setting out their mandate and powers, and taking the first steps towards an accountability framework that included remedies for abuse of those powers. Though there was some criticism of the approach taken, the legislation succeeded in placating the European Convention organs, which dropped two pending cases concerning MI5 shortly after the Security Service Act came into force.
18

Authority and Governance
The Security Service Act essentially preserved the constitutional framework of the Maxwell-Fyfe Directive: MI5 continued to operate under a Director-General who reported to the Home Secretary and, as necessary, to the Prime Minister.
19 It remained, therefore, under ministerial rather than parliamentary control. The budget for the agencies continued to be adopted in a "secret vote" as part of a global figure without breakdown or explanation of the details; ministers continued the convention of refusing to answer questions in parliament that concerned the agencies or touched on national security.
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This changed somewhat when the Intelligence Services Act was passed. As with its counterpart, MI6 was to continue operations broadly on the same basis as it had been, operating under a Chief -traditionally known as "C" -who reported to the Foreign Secretary and, as necessary, to the Prime Minister. Similarly, GCHQ continued under a Director who also reported to the Foreign Secretary. The Act provided for the creation of a new parliamentary committee (the Intelligence and Security Committee), which would examine the budget, administration, and policies of all three services.
21
Such arrangements are broadly consistent with the situation in other Commonwealth countries, where heads of agencies report to the various ministers or equivalent. The directors of their US counterparts enjoy considerably more independence: they are appointed by the President and subject to confirmation of the Senate. Appointments therefore tend to be more politically driven. In the case of the FBI, a ten year term limit was imposed by Congress through legislation passed towards the end of J Edgar Hoover's half century at the helm.
Mandate
Both statutes sought to articulate the mandates of the agencies. Eschewing the language of defense of the realm, the Security Service Act provided that the functions of MI5 are, first, "the protection of national security", in particular against threats from espionage, terrorism, sabotage, the activities of agents of foreign powers, and actions intended to overthrow or undermine parliamentary democracy. In addition, MI5 is tasked with safeguarding the country's "economic well-being" against threats posed by "the actions or intentions" of persons outside the country. 22 The Intelligence Services Act was even more general, providing that the powers of MI6 and GCHQ are exercisable "only": (a) in the interests of national security, with particular reference to the defense and foreign policies of the government; (b) in the interests of the country's economic well-being; or (c) in support of the prevention or detection of serious crime.
23
A mandate serves at least two important purposes for an intelligence agency. First, and most obviously, it sets boundaries on the information that the agency may collect and the people or activities it may target. Given the history of many intelligence services and their tendency to show an excessive interest in domestic political protest and dissent, it is appropriate to put in place checks against activities that might lead to abuse or stifle political discourse. These boundaries may or may not be subject to external enforcement, but can be important factors shaping the behavior of the officials in question. As Laurence Lustgarten and Ian Leigh concluded in their 1994 study of the security services of Britain, Canada, and Australia: "security officials are bureaucrats". Though it would be unwise to rely on bureaucratic structures entirely, a clear and limited mandate shapes the internal rules and procedures of the bureaucracy; it influences the organizational culture and thus serves as a potent force for compliance. 24 Secondly, however, a mandate can provide a degree of protection for the agency itself. There are obvious temptations for 22 Security Service Act 1989 (UK), s. 1(2), (3).
Intelligence Services Act 1994 (UK), s. 1(2). GCHQ's mandate uses almost identical language but its ability to act in the interests of Britain's economic well-being is limited to the actions or intentions of persons outside the country. Id., s. 3(2).
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LUSTGARTEN AND LEIGH, supra note 5, at 411.
politicians to use the considerable powers of the intelligence services to political ends. A well-crafted mandate can provide some insulation from these pressures.
In both areas, the British legislation represented a departure from best practice. On the establishment of boundaries, it is noteworthy that the British legislation governing MI5 offers an inclusive list of what is meant by the broad term "national security", whereas the comparable Australian and Canadian statutes provide exhaustive definitions of "security". The Australian Security Intelligence Organization (ASIO) had previously operated on the basis of a "Charter" issued by the Prime Minister with many similarities to the Maxwell-Fyfe Directive before legislation was first adopted in 1956. 25 This and subsequent statutes defined security as including, among other things, protection against "subversion" -a notoriously elastic term that plausibly covers a range of legitimate political activities. A Royal Commission later recommended that it be abandoned in favor of more specific reference to "politically motivated violence". The legislation was also amended to provide that the powers granted to ASIO should not limit the right of persons to engage in "lawful advocacy, protest, or dissent" and that the exercise of these rights should not, in themselves, be regarded as falling within the mandate of the agency. 26 The latter amendment tracked language in a Canadian law passed two years earlier, which prevents the Canadian Security Intelligence Service (CSIS) investigating lawful advocacy, protest, or dissent unless carried on in conjunction with one of the listed threats, which pointedly excluded subversion.
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On the insulation from political interference, the Maxwell-Fyfe Directive, for all its other deficiencies, may have been clearer in its provision authorizing, or perhaps requiring, non-compliance with a request unless the Director-General was satisfied that an important public interest bearing on the Defense of the Realm was at stake. It also required the Director-General to ensure that MI5 was "kept absolutely free from any political bias or influence", whereas the 1989 legislation confined this prohibition to The question of whether intelligence services need to be protected from undue influence depends, then, on whether that concern ranks higher than the danger that the service itself will act inappropriately, or that the political leadership will use that insulation to ensure the deniability of controversial activities.
Powers
Lord Denning's comment that the members of the Security Service were "ordinary citizens" was, at least technically, true. Before 1989, they enjoyed no special legal powers and their transgressions of the laws applicable to other "ordinary citizens" were either not detected by the police or not prosecuted through the use of discretion. 31 The extent of those transgressions was, presumably, constrained by the injunction in the Maxwell-Fyfe Directive that the Service's work should be "strictly limited to what is necessary".
The Security Service Act replaced this -or, more realistically, supplemented it -with a system whereby the Home Secretary may issue a warrant authorizing "entry on or interference with property". Such a warrant confers immunity from criminal or civil liability for the action concerned. 32 The provision bears similarities to Australian and Canadian counterparts but is somewhat broader. The comparable Australian provision is more specific about the purposes for which warrants may be authorized and the types of information that may be collected; warrants are also limited to 90 days rather than six months under the British legislation. 33 The Canadian legislation is also more detailed and requires that warrants be issued by a Federal Court judge; at the same time it extends the duration of warrants to one year except for those enabling the investigation of the most general category of threat to the security of Canada, in which cases the maximum duration is 60 days.
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The powers of foreign intelligence services tend to be considerably broader. As a general rule, actions in a foreign country are not subject to liability in one's own country. The Intelligence Services Act went further in providing that the Foreign Secretary can authorize action outside of Britain that would otherwise subject a person to criminal or civil liability. The Act is unclear as to what may be authorized, but among other things it requires the Foreign Secretary to be satisfied that the action is necessary for the proper discharge of a function of MI6 and that the nature and likely consequences will be "reasonable". With only slight exaggeration, this might be thought of as the statutory basis for James Bond's "license to kill" -though it requires renewal every six months.
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The Australian Intelligence Services Act offers still broader protection to staff and agents of the Australian intelligence agencies from civil or criminal liability for any act outside the country if it was done "in the proper performance of a function of the agency". This is limited by the requirement for ministerial authorization of collection activities involving an Australian person, but such authorizations are not required for other activities abroad. 
Remedies
Before the passage of legislation in the 1980s, there were essentially no remedies available to citizens alleging abuse of powers by the intelligence services. In the first place, the absence of a right to privacy meant that much conduct was not, in fact, unlawful. Though the law did require a minimum degree of suspicion before a person or property could be seized, this did not apply to other conduct to gather information. In any event, there was little judicial willingness to investigate wrongdoing in the absence of significant public outcry.
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With respect to MI5, the 1989 legislation established a Security Service Commissioner to review the exercise of the powers granted to the Service and a Tribunal to investigate complaints. The Security Service Tribunal was empowered to investigate whether a person had been the subject of "inquiries" and, if so, whether the Service had reasonable grounds for instigating them. If the Tribunal concluded that there were no such reasonable grounds, it could order that inquiries be terminated, records destroyed, and compensation paid -though the complainant would merely get a notification as to whether or not a determination had been made in his or her favor. No reasons would be given, though a report would be made to the Home Secretary and the Commissioner.
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These provisions were modeled on the Interception of Communications Act and essentially reprised in the Intelligence Services Act, which also established a Commissioner and a Tribunal. By that time, neither of the two earlier tribunals had ever upheld a complaint. All three tribunals maintained their "perfect" record until the regime was replaced in 2000. 39 The impetus for change followed the adoption of more far-reaching legislation incorporating much of the European Convention on Human Rights into domestic law. The Human Rights Act 1998 prohibited any public authority from acting in a manner incompatible with the Convention unless legislation left it no other choice. The Act also required that legislation be interpreted as far as possible in a manner consistent with the 37 Lustgarten and Leigh, supra note 31, at 829. 38 Security Service Act, Schedule 1. 39 It should be noted, however, that the vast majority of complaints appear to have been from persons not under surveillance at all.
Convention, allowing for a declaration of incompatibility to be made if there is a divergence. 40 Among other things, when most of the Act came into force in October 2000, it introduced for the first time a right to privacy in Britain. In preparation for this, the Regulation of Investigatory Powers Act (RIPA) had been passed three months earlier, entering into force eight days before the Human Rights Act.
RIPA created new judicial and administrative oversight provisions; an Intelligence Services Commissioner and an Interception of Communications Commissioner replaced the previous commissioners. In terms of remedies, the Investigatory Powers Tribunal replaced the three earlier tribunals and enjoyed a significantly wider mandate to investigate claims under the earlier legislation as well as the Human Rights Act. The first determination in favor of any complainant was made in 2005, though the only public explanation was that the conduct complained of "was not authorized in accordance with the relevant provisions" of RIPA. Compensation was awarded to the (unidentified) joint complainants, and the records in question destroyed. 41 Two further complaints were upheld in 2008, 42 making a total of three out of around 800 complaints upheld in the Tribunal's first eight years.
At the same time, however, RIPA also significantly expanded the state's powers. In addition to regulating communications intercepts and allowing for roving wiretaps, it also provided a statutory basis for surveillance and covert human intelligence sourcesthe use of undercover officers, informants, and so on. Perhaps most importantly, it significantly expanded the number of agencies authorized to use these powers. When the Act was passed in 2000, nine agencies were allowed to acquire communications data: the three intelligence services, designated police forces, HM Customs and Excise, and the Ministry of Defense. By 2006, this figure had grown to nearly 800 agencies, including 475 local authorities. 43 RIPA thus allows MI5, MI6, and GCHQ to gather intelligence in the interests of national security, but it also empowered, among other things, local authorities to authorize directed surveillance and employ covert human intelligence to 40 Human Rights Act 1998 (UK), ss. 3-4, 6. The law remains in force until Parliament acts to remove the incompatibility. 
The Surveillance Society
Interestingly, these legislative upheavals barely affected the technology that has come to symbolize Britain's approach to surveillance: closed-circuit television (CCTV). There are estimated to be more than four million cameras in public spaces in Britain, around one for every 14 citizens and by far the highest concentration of such cameras in the world.
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Though the use of photographic images in crime control dates back almost to the invention of the camera, the history of CCTV as a technology of surveillance really began with the commercial availability of the video recorder in the 1960s. The early growth in Britain, as elsewhere, was largely confined to the retail sector, with occasional experiments in using CCTV for security on underground railway stations, to monitor traffic flow, or to capture images of groups such as political demonstrators and football hooligans. The first large-scale public system was erected in Bournemouth in 1985 at the time of the annual conference of the Conservative Party. The year before, the Irish Republican Army (IRA) had bombed the conference hotel in an attempt to assassinate Prime Minister Margaret Thatcher. She was not injured but five others were killed; security at the Bournemouth conference became a high priority. The experience proved atypical, however, and the slow diffusion of CCTV continued in shops and train stations. By 1991, only ten British cities had open street systems in operation, mostly small-scale and locally-funded. 48 The turning point was the 1993 abduction and murder of the toddler James Bulger by a pair of ten-year-old boys. A still from the grainy CCTV image, showing him being led by the hand from a Liverpool shopping centre, was broadcast around the nation and published on the front of every newspaper. In the debate over youth crime that followed, Home Secretary Michael Howard announced a "city challenge competition" and £2 million of government funding for open-street CCTV systems. Given the overwhelming demand, three further challenges awarded a total of £85 million for the capital funding of CCTV. By the mid-1990s, CCTV accounted for three-quarters of the government's crime prevention budget. 49 Debates over whether CCTV "works" in preventing or solving crime continue, but to some extent those debates miss the point. As with the Bulger case, the most important factor appears to be the symbolic value of showing that something is being done. 50 Many commentators have puzzled over the British tolerance for surveillance. As a population, Britons are generally protective of their privacy at home, though unlike their counterparts across the Atlantic that privacy long lacked legal protection. It is sometimes suggested that the economic dislocations experienced in the 1980s exacerbated fear of crime in urban centers, and that the threat of terrorism from the IRA increased the public perception of threats posed in public spaces. Periodic successessuch as the Bulger case, the 1999 London Nail Bomber, and the "7/7" London bombings of people see the cameras as "a kind of benevolent father, rather than as Big Brother". 51 Most of the accounts of the use of CCTV in Britain tend to conclude with the helpless observation that, given the sunk costs in erecting the cameras and in the absence of a radical political shift, any reduction in CCTV usage is highly unlikely.
In fact, CCTV is becoming more widespread and more sophisticated. Already the term "closed-circuit" is misleading as it suggests that images are available only to a limited number of monitors on a circuit that is literally closed. Surveillance systems increasingly use networked digital cameras capable of storing data; a growing number are also available to a wider range of viewers. Footage from CCTV is routinely broadcast in televised programmes about crime, and in some cases "CCTV" is streamed live to the Internet. In October 2009, the company "Internet Eyes" announced that it would begin a service streaming real-time CCTV images to subscribers who earn points and cash rewards by identifying suspicious behavior.
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The increase in observers may be less significant than the ability of new software to analyze footage automatically. Automatic number plate recognition (ANPR) has allowed license plate numbers to be read automatically since the late-1970s; beginning around 2005, a single camera could record the plates of all cars on a busy highway even at night. ANPR is today used to administer the London congestion charge, tracking every vehicle going into or out of central London. Facial recognition systems have been in use for more than a decade with ever-improving accuracy; many governments now require digital storage of passport photographs to facilitate the technology. Gait analysis and other biometric identifiers are also in development. In addition to identification of persons and vehicles, video analytics makes it possible to flag suspicious conduct, reducing the need for continuous human monitoring. Intelligent Pedestrian Surveillance was first trialed on the London underground in 2003, initially focusing on loitering and potentially suicidal behavior on station platforms. Similar technology now allows CCTV to detect perimeter intrusions and unattended packages, as well as "street crime or deviation from social norms". 53 Digitization thus makes it easier to store data indefinitely and to search them intelligently. A report by Britain's Royal Academy of Engineering speculates about being able to "Google space-time" -to pinpoint the location of a given individual at a specific time and date. 54
CCTV and Privacy
As indicated earlier, a right to privacy was only incorporated into British law in 2000, well after the government had committed significant resources to CCTV as part of its crime prevention strategy. Most CCTV systems are not covered by RIPA as they are typically overt and not targeted for a specific operation or investigation, though of course the images captured may be used later for a variety of purposes. 55 The most important regulation, then, initially came under the Data Protection Act 1998. Though it does not mention the word privacy, the Act regulates the use of personal data in accordance with the 1995 European Data Protection Directive. 56 The Act requires that anyone controlling personal information must comply with eight principles. These require that data must be fairly and lawfully processed for lawful purposes; the data must be relevant and not excessive for those purposes, accurate and up to date, kept securely and for no longer than necessary, not transferred outside the European Economic Area unless there is adequate protection, and handled in accordance with the rights of data subjects (including, among other things, the right of access to data).
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In addition to more limited exceptions, notably concerning the investigation of crime, a broad exception allows the Minister to certify that certain personal data, which may be described generally and prospectively, should be exempted from the principles for reasons of national security. An affected person can appeal to the National Security Appeals Panel of the Information Tribunal, which has broad powers of judicial review and can quash a certificate if the Minister did not have "reasonable grounds" for issuing it. 58 It is unclear how any such person would become aware of the existence of a certificate, however. Of the seven appeals that have been published, all but one related to suspicions that MI5 was controlling personal data but had refused to confirm or deny it. Five of the appeals were dismissed, but one led to the quashing of a certificate that specified the reason and circumstances in which personal data were acquired, rather than the consequences for national security if they were released or their existence acknowledged. 59 The last case was an attempt by Privacy International to challenge the use of CCTV in central London, but was dismissed on a technicality. 60 In any event, the English courts have adopted a narrow definition of personal data that means that many CCTV systems are not covered by the Data Protection Act at all. The Act defines personal data as data "which relate to a living individual who can be identified" either from those data or the combination of those data and other information likely to come into the data controller's possession. 61 Academic commentary had assumed that the main point of contention would be over the meaning of "identified", but in a 2003 case concerning an investigation by the Financial Services Authority, the Court of Appeal focused on the term "relate to" and held that the Act did not protect all information that merely mentioned a person's name. Instead, personal data had to be relevant to the data subject as distinct from mere transactions in which he or she may have been involved. This included information that was "biographical in a significant sense" or in which the information had the data subject as its "focus". 62 The case was understandable on its facts as the complainant appears to have sought the information not so much to protect his own privacy as to use the information requested as part of ongoing litigation with Barclays Bank "as a proxy for third party discovery". 63 But the implications of the ruling were far wider.
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Although the case did not mention CCTV, the restrictive interpretation of personal data was initially interpreted as meaning that unless CCTV was being used to target an individual -that is, depending on the capacities of the system and intent of the operator -captured images that happened to include an individual would not be regarded as personal data for the purposes of the Act. The Information Commissioner issued a guidance note stating that most small businesses using CCTV, for example, were now outside the Data Protection Act entirely. 64 A revised Code of Practice issued in 2008 adopted a broader interpretation that would cover "most" CCTV if it is directed at viewing or recording the activities of individuals. 65 For many privacy advocates, the emphasis on regulating CCTV through ensuring that it is not covert and restricting its focused targeting of individuals fails to address the underlying concerns about privacy. It assumes that the problem lies in the occasional abuse of data rather than on the extent to which the potential use might force a large number of people to change their behavior. In this respect, even dummy cameras -a cheap alternative to CCTV sometimes used to deter crime -may also have privacy implications. Furthermore the notion that one consents to the use of CCTV by entering an area where that fact is prominently displayed presumes that alternatives are possible. If there is no way to leave one's house, take public transport, or enter a workplace without having one's image recorded, then the notion of consent is artificial. 66 The European Court of Human Rights has not ruled on the privacy implications of CCTV generally, but has challenged the use of footage. Late one evening in August 1995, Geoff Peck was captured on camera in Essex wielding a knife, apparently in preparation for suicide. A CCTV operator alerted police who went to the scene. The police quickly determined that he was a threat to no one but himself, detained him on mental health grounds, and ultimately chose not to charge him with an offence. Some of the footage was later aired on national television, however, and a still image -clearly identifiable as Peck -was used in a public relations exercise to demonstrate the 64 effectiveness of CCTV. Having unsuccessfully pursued all domestic avenues, Peck went to the European Court of Human Rights in Strasbourg.
The Court held that photographic monitoring of an individual in a public place does not, as such, violate the right to privacy. Nevertheless, the recording of the data and the systematic or permanent nature of the record may give rise to such considerations.
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In this case, Peck had not complained of the recording itself but the use to which it had been put, leading to him being recognized by family, friends, neighbors, and colleagues. The broadcast of his image without obtaining his consent or masking his identity was held to be a disproportionate violation of his private life, when compared with the intended end of advertising CCTV and its benefits. 
CCTV in the United States
In the United States, these questions have tended to be addressed through the reasonable expectation of privacy test and there appears to be no constitutional barrier to public surveillance. The Supreme Court has held, for example, that a person driving on a public road has no reasonable expectation of privacy in his or her movements from one place to another. 69 There is also an implicit assumption of the risk of surveillance by a person being in public. Challenging CCTV generally would require moving away from these doctrines. One possibility would be to emphasize the "reasonableness" component of the Fourth Amendment to ensure that the intrusiveness of CCTV and other surveillance systems is proportionate to the ends being served, implemented through court-determined minimal guidelines. 70 This is an intriguing argument, but is regarded as unlikely given the increasing use of CCTV in public and commercial spaces, and a string of lower-court 
CCTV in Canada
Canada provides an interesting counterpoint to the British and US examples. Unlike Britain, laws protecting privacy were in place well before technological advances made video surveillance more effective and efficient. Unlike the United States, those laws were interpreted expansively and internalized by government authorities and the larger public. This combination appears to have slowed the diffusion of cameras in public spaces, at least temporarily. The issue has also been pressed by a series of activist Privacy Commissioners, one of whom proposed the four-prong test adopted in 2004. In determining whether surveillance is reasonable, it should be established that the measure fulfils a specific need, that the measure will be effective in meeting the need, that the loss of privacy is proportionate to the gained benefit, and that there is no less intrusive method to achieve the goals. 76 In addition to formulating general guidelines, the office has taken on specific campaigns. Among other things, it played a role in Google modifying the roll-out of its "Street View" feature, which includes images of streets and initially included identifiable individuals and vehicles. Google subsequently undertook to blur faces and license plates, and to delete the original images permanently after one year.
In preparation for the 2010 Winter Olympics, however, Canada announced plans to install around 1,000 CCTV cameras in Vancouver. The report justifying the deployment of the cameras used the word "temporary" 19 times, but there was early speculation that a control room was designed to be permanent and that cameras were unlikely to be sold after the Games concluded. 77 One test of Canada's possible 74 divergence from Britain and the United States was whether, after the Olympics, those cameras were dismantled. (Early indications suggested that most had been.) Greece installed some 2,000 cameras for the 2004 Athens Olympics but many were subsequently dismantled or vandalized; a judge ordered that the remainder could be used in future only for monitoring traffic. Three years later the police were fined for using the cameras to monitor student protests. Security for the 2008 Beijing Olympics was accompanied by the deployment of 300,000 cameras around the Chinese capital. In preparation for the 2012 London Olympics, Britain was reported to be studying the Chinese model carefully.
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Big Brother Is a Bureaucrat
The US Supreme Court, in the case that found that movements on a public road are not private, considered and rejected the argument that improvements in technology would lead to more extensive and intrusive surveillance. Writing in 1983, the Court held that, if such dragnet-type law enforcement practices should eventually occur, "there will be time enough then to determine whether different constitutional principles may be applicable."
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The notion that courts will have a leisurely opportunity to consider the implications of new surveillance technologies and their use now seems quaint. As this article has shown, it is right and proper that intelligence services should be established by laws that determine their mandate and powers, and provide remedies for when these are exceeded. Such laws are important not only in limiting possible abuse of authority, but also in protecting the agencies themselves from their political masters. At the same time, however, the importance of the turn to law should not be overstated.
If it essentially means the formalization of existing practices, as it did with the moves to put MI5 and MI6 on a statutory basis, there may be minimal impact on those practices. Indeed, if not written carefully, legislation may in fact reduce protections and widen powers when compared to the discreet practices of a "secret" agency. In Britain, this may be seen in the far wider use of surveillance methods not just by the intelligence services and police but hundreds of local authorities. A notorious recent case saw council officials in Dorset obtain telephone records and secretly follow Jenny Paton for three weeks, logging movements of the "female and three children" in their "target vehicle". The surveillance was justified by suspicions -later proven unfounded -that the woman had falsified her address to get her daughter into a nearby school. 80 Alternatively, if the turn to law comes well after the spread of a new technology, such as CCTV, it may be too late to affect its deployment or use. The spread of CCTV in Britain was, at least in part, facilitated by the absence of meaningful privacy protections. Moves to use biometric identification and build DNA databases will be the next frontier in these debates. 81 Already, however, Britain has one of the largest DNA databases in the world -including samples of around one tenth of the population -and police routinely collect DNA samples from individuals who are arrested but not charged or subsequently acquitted. 82 Laws matter. Intelligence officials are, in the end, bureaucrats in the sense of being members of a large organization that is intended to operate in accordance with a set of rules. But the laws adopted may be less important than the culture of an organization and the political climate within which it operates. Good laws can support that culture and protect it from the vagaries of politics. Bad laws can hollow out the culture and lay it bare to the winds of political fortune.
Or they may be irrelevant to the larger issues at stake. In the 2010 general election, Britain's Conservative Party campaigned on a platform of scrapping plans for an identity card that would be linked to a National Identity Register. For the country with the highest concentration of CCTV cameras in the world, which records every car entering 80
